THONG TIN YEU CAU TUYEN DUNG

NHAN SU'PHONG BAO MAT AN TOAN THONG TIN HE THONG, GIAM SAT

YEU CAU CHUNG:

. Vi tri tuyén dung: K§ su/Chuyén vién linh virc An toan thong tin — Bao méat An toan
thong tin.

. S6 lugng nhan sy: 01 nguai

. Trinh do hoc van, chuyén mon: Tot nghiép Dai hoc chinh quy trd Ién cac chuyén
nganh: CNTT/ATTT va céc nganh lién quan CNTT khac.

4. Kinh nghiém lam viéc: Toi thi€u 03 nam kinh nghiém trong linh vuc Céng nghé
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thong tin/An toan thong tin va chuyén mén phu hgp vdi linh vure.

. M0 ta tém tat cong viéc cdac vi tri can tuyén dung:
An toan thong tin hé théng, giam sat:
Trién khai & quan ly ciu hinh bdo méat Network/Server: FW, IPS/IDS, VPN, NAC,
WAF, ...
Quan ly hardening baseline cho hé théng may cha vét ly/ao, thiét bi mang, dich vu
nén tang (AD, OS, SQL, I1S..)
Thuc hién quét 16 hdng dinh ky, phan loai theo mirc do rdi ro, phdi hop bd phan van
hanh dé trién khai ban va bao mat (Patch Tuesday, Zero-day), theo d&i va bdo céo
ty I& khac phuc 16 hong.
Tham gia thiét k&, thtr nghiém va trién khai céc giai phap bao méat méi cho ha tang
mang, hé théng. Panh gia hiéu nang, kha néng tich hgp va chuyén giao van hanh
(SOC hodc bd phan van hanh).
Theo déi cac canh bdo lién quan dén ha tang/mang trén hé thong SIEM/SOAR.
Phoi hop SOC & IR xtr ly su cd (malware infection, DDoS, brute-force, data leak...).
Thu thap bang chirng s6 (forensics), lap Incident Ticket va Post-Incident Report.
Thu thap, phéan tich thong tin Threat Intelligence (tir nguén ndi bé & bén ngoai).
Bao cdo tinh trang bao mat ha tang, mang dinh ky Ban LD, dé xuéat cai tién ky thuat,
t6i wu cau hinh bao mat, cai thién hiéu qua hé thong giam sat va kha nang phan
ung.

YEU CAU VE KY NANG

. Ngoai ngir: Uu tién cac ing vién sir dung thanh tao Tiéng Anh giao tiép va tiéng

Anh chuyén nganh CNTT.
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. Ky néng chuyén mon:
Cd6 nén tang tot vé kién tric ing dung, hé théng thong tin.
C6 cac churng chi vé bao mat lién quan
C6 kién thirc & k§ nang chuyén mén
v Kién thirc vé Network Security: TCP/IP, Firewall, VPN, IDS/IPS, Network
segmentation.
v' Kién thirc System Security & Hardening cho Windows Server/Linux/Active
Directory.
v" Kinh nghiém st dung céac coéng cu Vulnerability Assessment (Rapid7,
Nessus, Qualys hodc tuong duong).
v C6 kha nang phan tich log va canh bao bao mat tir SIEM, EDR/XDR, NDR.
v Hi€u biét co ban vé Threat Intelligence, Malware, Phishing va MITRE
ATT&CK.

Tai lidu - Cong khai: Tai liéu dugc cdng bd rong rai
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C6 kinh nghiém tham gia gidam sat SOC, phdi hop diéu tra va xt&r ly su c6
ATTT (Incident Response).C6 kién thirc va kinh nghiém thuc té trong mot
hoac nhiéu mang:

v" Network security, System Hardening.

v Vulnerability Assessment.

v SOC monitoring/Incident Response.

+ C6 kinh nghiém trién khai hodc van hanh céc giai phap Microsoft Security la mét
lgi thé (Microsoft Defender/EDR, Intune, Purview).
Ky nang khéac

3.

Giao tiép & la viéc nhém

Phan tich va téng hop so liéu; soat xét va viét bao cdo.
Kha nang lap ké hoach va quan ly cong viéc

Phan bién & giai quyét van dé

Quan ly thoi gian va (rng bién, xt&r ly van dé khac

YEU CAU PHAM CHAT

— C6 pham chat trung thuc, khach quan, y thire tuan tha ky luat, chap hanh phap

luat

— Chuyén nghiép, lich su, quyét doan va co tinh than hoc hdi, tinh than trach

nhiém cao.

— Tinh than hop tac trong cong viéc, tdm huyét vgi cong viéc va cam két lam viéc

lau dai tai PVI.

Tai lidu - Cong khai: Tai liéu dugc cdng bd rong rai



