THONG TIN YEU CAU TUYEN DUNG NHAN SU' PHONG BAO MAT

YEU CAU CHUNG:

. Vi tri tuyén dung: K§ su/Chuyén vién linh virc An toan thong tin — Bao méat An toan

thong tin.

2. SO luong nhéan su: 03 nguoi

. Trinh do hoc van, chuyén mon: Tot nghiép Dai hoc chinh quy trd Ién cac chuyén

nganh: CNTT/ATTT va céc nganh lién quan CNTT khac.

3.1. Vi tri An toan théng tin chinh sdch, tudn thu (GRC & Compliance)

+

Tot nghiép Pai hoc chinh quy trd [én cac chuyén nganh: CNTT/ATTT va cac nganh
lién quan CNTT khac

Hi€u biét vé ISO/IEC 27001:2022, ISO 27005, ISO 27701, NIST CSF, ITIL.

Nam r6 cac quy dinh phap ly Viét Nam: Nghi dinh 13/2023/ND-CP, Nghi dinh
85/2016/ND-CP, Luat ATTT mang.

C6 céc chirng chi vé bao mat lién quan

3.2. Vi tri An toan théng tin hé théng, giam sat (SOC/Infra/Network/Endpoint Security)

+

=+

Tot nghiép Dai hoc chinh quy trd 1én cac chuyén nganh: CNTT/ATTT va céc nganh lién
quan CNTT khac.
C6 nén tang t6t vé kién tric (rng dung, hé théng thong tin.
C6 cac chirng chi vé bao mat lién quan
Co kién thirc & k§ nang chuyén mon
o Kién thirc vé Network Security: TCP/IP, Firewall, VPN, IDS/IPS, Network
segmentation.
o Kién thirc System Security & Hardening cho Windows Server/Linux/Active
Directory.
o Kinh nghiém str dung céc cong cu Vulnerability Assessment (Rapid7, Nessus,
Qualys hoac tuong duong).
C6 kha nang phan tich log va canh bao bao mét tir SIEM, EDR/XDR, NDR.
Hi€u biét co ban vé Threat Intelligence, Malware, Phishing va MITRE ATT&CK.
C6 kinh nghiém tham gia giam sat SOC, phdi hgp diéu tra va xtr ly su c6 ATTT
(Incident Response).

3.3. Vi tri An toan théng tin tng dung (AppSec/DevSecOps/Secure SDLC)

+

=+

Tot nghiép Dai hoc chinh quy tré 1én cac chuyén nganh: CNTT/ATTT va cac nganh lién
quan CNTT khac.
C6 céc chirng chi vé bao mét lién quan
C6 nén tang t6t vé lap trinh, kién trdc (ng dung, hé théng thong tin.
C6 kién thire virng vé:
o Bao mat irng dung web/API/mobile
o OWASP Top 10, OWASP ASVS, OWASP API Security
o Céc 6 hong pha bién: SQL Injection, XSS, IDOR, CSRF, ...
C6 hiéu biét: Vong doi phat trién phan mém an toan (Secure SDLC / DevSecOps), Kién
trdc ing dung nhiéu 1&p, cac co ché xac thuc, phan quyén
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+ Co6 kha nang: Doc, hiéu va phan tich ma nguén (Java, .NET, PHP, ...), Panh gia rai ro
ATTT Urng dung va dé xuéat bién phap khac phuc phu hop.

+ C6 hiéu biét co ban vé: Hé diéu hanh Windows/Linux.

4. Kinh nghiém lam viéc: Tdi thi€u 01 nam kinh nghiém trong linh vuc Céng nghé
thong tin/An toan thong tin va chuyén mén phu hgp vdi linh vure.

5. M6 ta tdm tat cong viéc céc vi tri can tuyén dung:
5.1. Vi tri An toan théng tin chinh séch, tudn thu (GRC & Compliance)

+ Tham gia xay dung, ra soat, cap nhat B chinh séach, quy trinh va tiéu chuan ATTT.
+ Quan ly tai liéu, ho trg van hanh hé théng quan ly an toan thong tin 1ISO 27001:2022.
+ Thuc hién danh gia rdi ro, cap nhat, theo doi tinh trang khac phuc rdi ro (Risk
Treatment Plan)

+ Theo déi va ddm bdo tuan thd céc yéu cau phap ly & tiéu chuin qudc té: 1ISO
27001:2022, Nghi dinh 13/2023/ND-CP, Luat ATTT mang, Nghi dinh 85/2023

+ Xac dinh nhu cau, danh gia rui ro, l1ap dé xuat & trinh phé duyét cac giai phap ATTT
mdi.

+ Danh gia, quan ly tuan tha ATTT.

+ HO tro trién khai chuong trinh truyén théng, dao tao nhan thic ATTT (E-learning,
workshop, phishing simulation).

5.2. Vi tri An toan théng tin hé théng, gidm s&t (SOC/Infra/Network/Endpoint
Security)

+ Trién khai & quan ly ciu hinh bdo méat Network/Server: FW, IPS/IDS, VPN, NAC,
WAF, ...

+ Quan ly hardening baseline cho hé thong may chu vat ly/ao, thiét bi mang, dich vu
nén tang (AD, OS, SQL, IIS..)

+ Thuc hién quét 16 hdng dinh ky, phan loai theo murc d6 rui ro, phdi hop bé phan van
hanh dé trién khai ban va bao méat (Patch Tuesday, Zero-day), theo ddi va béo céo
ty & khac phuc 16 héng.

+ Tham gia thiét k&, thir nghiém va trién khai céc giai phap bao méat mdai cho ha tang

mang, hé théng. Danh gia hiéu nang, kha nang tich hop va chuyén giao van hanh

(SOC hodc bd phan van hanh).

Theo ddi cac canh béo lién quan dén ha tang/mang trén hé thong SIEM/SOAR.

+ Ph6i hgp SOC & IR xtr ly su cd (malware infection, DDoS, brute-force, data leak...).

Thu thap bang ching s6 (forensics), 1ap Incident Ticket va Post-Incident Report.

Thu thap, phéan tich thong tin Threat Intelligence (tir nguén ndi bé & bén ngoai).

+ Bdo cdo tinh trang bao mat ha tang, mang dinh ky Ban LD, dé xuat cai tién ky thuat,
t6i wu cau hinh bao mat, cai thién hiéu qua hé théng giam sat va kha nang phan

s

&rng.
5.3. Vi tri An toan théng tin tng dung (AppSec/DevSecOps/Secure SDLC)

=+

-+

+ Dam bdo cong tac ki€ém thr bao méat dinh ky (pentest, fuzzing, API testing) déi véi
irng dung ndi bé va &ng dung cua doi tac. Phdi hgp véi bén th ba khi thuc hién
ki€ém thir doc lap.

+ Xay dung, trién khai va duy tri chu trinh phat trién phan mém an toan (SDLC),
Checklist bdo mat cho tirng giai doan: yéu cau — thiét k& — phat trién — kiém thir -
trién khai

+ Tich hop cac cong cu SAST (Static Application Security Testing), DAST (Dynamic),
SCA (Software Composition Analysis) vao pipeline CI/CD (GitHub Actions...).
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+ Xay dung rule va quy trinh tu dé6ng quét ma nguén, phat hién 16 héng, guri canh bao
cho Dev team, thiét lap tiéu chi Security Gate trong quy trinh release (rng dung.

+ Theo d&i va xac minh viéc khac phuc céc 16i bao mat (remediation verification).

+ Kiém tra, giam sat API Gateway dam bdo xac thuc & phan quyén ding quy dinh.
Ra soat cau hinh bao mat (rng dung web & container.

+ Hudng dan Dev team thuc hanh Secure Coding theo OWASP Top 10, HO trg phan
tich nguyén nhan géc khi co 16 hdng tai dién.

+ Ba&o cdo két qua kiém thir, phat hién 16 hdng, chi s6 bao mat trng dung dinh ky cho
Ban LD.

Il. YEU CAU VE KY NANG
1. Ngoai ngir: Uu tién cac ng vién st dung thanh tao Tiéng Anh giao tiép va tiéng
Anh chuyén nganh CNTT.
2. Ky ndng chuyén mon:
2.1. Vitri An toan théng tin chinh sdch, tuan thu (GRC & Compliance)
K§ nang/kinh nghiém mét trong céc cong viéc sau: t6i thi€u 01 nam kinh nghiém
trong linh vuc x3y dung chinh sach, quan ly rdi ro IT, ki€m toan CNTT, 1ISO 27001, hoéc
tuan thu bao mat. Ky nang viét quy trinh, quan ly tai liéu, lap bao céo, phan tich rui ro.
Ky nang giao tiép, phdi hop lién phong ban, lam viéc nhom va déc lap. Uu tién co kinh
nghiém lam viéc trong t6 chirc da chirng nhan 1SO 27001/27701 hoéc trong nganh
BFSI.
2.2. Vi tri An toan théng tin hé théng, giam sat (SOC/Infra/Network/Endpoint Security)
+ Co kién thirc va kinh nghiém thuc té trong moét hodc nhiéu mang:
o Network security, System Hardening.
o Vulnerability Assessment.
o SOC monitoring/Incident Response.
+ K§ nang/kinh nghiém mét trong céc cong viéc sau: toi thi€u 01 nam kinh nghiém
trong linh vuc ATTT hé théng, mang, SOC. Uu tién trng vién cé kinh nghiém trong moi
trwong BFSI hodc cé chirng chi Security+, CEH, Microsoft Security Certifications.
+ Co kinh nghiém trién khai hodc van hanh céac giai phap Microsoft Security la mot
lgi thé (Microsoft Defender/EDR, Intune, Purview).
2.3. Vi tri An toan théng tin ing dung (AppSec/DevSecOps/Secure SDLC)
Ky nang/kinh nghiém mot trong cac cong viéc sau: t6i thi€u 01 ndm kinh nghiém
trong linh vuc ATTT rng dung, Audit/Pentest, DevSecOps, Secure Code Review. Uu
tién &rng vién co kinh nghiém trong mai trudng BFSI, da tham gia cac dot pentest déc
lap/thué ngoai hodc cé cac chirng chi qudc té AppSec uy tin: OSCP, OSWE, GWAPT,

3. Ky nang khac:
— Ky nédng giao tiép va thuyét trinh.
— Nhanh nhay trong viéc hoc hdi kién thirc.
— Ky nang lam viéc nhom
—  Phan tich va tdng hop s0 liéu; soat xét va viét bao céo.
— Kha nang lap ké hoach va quan ly cong viéc

— Quan ly thai gian va (rng bién, xt&r ly van dé
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Ill. YEU CAU PHAM CHAT

— C6 pham chat trung thuc, khach quan, y thire tuan tha ky luat, chap hanh phap
luat

— Chuyén nghiép, lich su, quyét doan va co tinh than hoc hdi, tinh than trach
nhiém cao.

— Tinh than hop tac trong cong viéc, tdm huyét véi cong viéc va cam két lam viéc
lau dai tai PVI.
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