THONq TIN YEU CAU TUYEN DUNG
NHAN SU'PHONG BAO MAT AN TOAN THONG TIN UNG DUNG

I. YEU CAU CHUNG:

1. Vi tri tuyén dung: Ky su/Chuyén vién linh vuc An toan thong tin — Bao mat An toan
thong tin.

2. SO lugng nhéan su: 01 nguoi

3. Trinh d6 hoc van, chuyén mén: Tét nghiép Pai hoc chinh quy tré 1én cac chuyén
nganh: CNTT/ATTT va cac nganh lién quan CNTT khac.

4. Kinh nghiém lam viéc: Toi thi€u 03 nam kinh nghiém trong linh vuc Céng nghé
thong tin/An toan thong tin va chuyén mén phu hgp vdi linh vure.

5. M6 ta tém tat cong viéc céc vi tri can tuyén dung:
An toan thong tin irng dung:

+ Dam bdo cong tac kiém thir bao mat dinh ky (pentest, fuzzing, API testing) d6i véi
(rng dung ndi bd va ng dung cda doéi tac. Phoi hop vdi bén thir ba khi thuc hién
ki€ém thdr doc lap.

+ Xay dung, trién khai va duy tri chu trinh phat trién phan mém an toan (SDLC),
Checklist bao mét cho tirng giai doan: yéu cau — thiét ké — phat trién — kiém thir -
trién khai

+ Tich hgp cac cong cu SAST (Static Application Security Testing), DAST (Dynamic),
SCA (Software Composition Analysis) vao pipeline CI/CD (GitHub Actions...).

+ Xay dung rule va quy trinh tw déng quét ma nguén, phat hién 16 héng, glri canh bao
cho Dev team, thiét lap tiéu chi Security Gate trong quy trinh release (rng dung.

+ Theo doi va xac minh viéc khac phuc céc 16i bao mat (remediation verification).

+ Kiém tra, giam sat API Gateway dam bao xac thuc & phan quyén dung quy dinh.
Ra soat cau hinh bao mat (rng dung web & container.

+ Hudng dan Dev team thuc hanh Secure Coding theo OWASP Top 10, HO trg phan
tich nguyén nhan géc khi c6 16 hdng tai dién.

+ Bao cdo két qua kiém thir, phat hién 16 hdng, chi s6 bao mat trng dung dinh ky cho
Ban LD.

Il. YEU CAU VE KY NANG

1. Ngoai ngir: Uu tién cac rng vién str dung thanh tao Tiéng Anh giao ti€p va tiéng

Anh chuyén nganh CNTT.
2. Ky nang chuyén mon:
+ C6 nén tang tot vé lap trinh, kién trdc rng dung, hé thdong thong tin.
+ C6 kién thire virng vé:
v Bao mat rng dung web/APIl/mobile
v OWASP Top 10, OWASP ASVS, OWASP API Security
v' Céc 16 hong phd bién: SQL Injection, XSS, IDOR, CSREF, ...
+ Co6 hiéu biét: Vong doi phat trién phan mém an toan (Secure SDLC / DevSecOps),
Kién tric &rng dung nhiéu Idp, cac co ché xac thuc, phan quyén
+ C6 kha nang: Poc, hi€u va phan tich ma nguén (Java, .NET, PHP, ...), Panh gia rdi
ro ATTT (rng dung va dé xuat bién phap khac phuc phu hop.
+ C6 hiéu biét co ban vé: Hé diéu hanh Windows/Linux.
3. Ky nang khac:
—  Giao tiép va lam viéc nhom
— Phén tich va tong hop sd liéu

Tai lidu - Cong khai: Tai liéu dugc cdng bd rong rai



—  Soat xét va viét bao cao
— Lap ké hoach va quan ly céng viéc
— Phan bién va giai quyét van dé
Il. YEU CAU PHAM CHAT
— C6 pham chat trung thuc, khach quan, y thirc tuan thi ky luét, chap hanh phap

luat

— Chuyén nghiép, lich su, quyét doan va coé tinh than hoc hoi, tinh than trach
nhiém cao.

— Tinh than hop tac trong cong viéc, tdm huyét vgi cong viéc va cam két lam viéc
lau dai tai PVI.

Tai lidu - Cong khai: Tai liéu dugc cdng bd rong rai



